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1
Decision/action requested

Solution to KI4.
2
References

[1]
3GPP TR 33.875
3
Rationale

It is proposed to add another solution on KI#4 to allow NRF to check on SCP information.
4
Detailed proposal

********** START OF CHANGES

6.X
Solution #X: SCP authorization check by NRF

6.X.1
Introduction

This potential solution addresses KI#4.

6.X.2
Solution details

6.X.2.1
Enabling NRF to check on SCP information

Additional information of the SCP is updated at the NRF by any NF when registering its profile. I.e., the NF additionally also adds the SCP Instance ID and the SCP FQDN which is allowed to request an access token on its behalf. Note, many of the NFp registering are also acting as NFc. 

In the case, the NF does not register its profile information at the NRF, the NF provisions the SCP authorization info in the OAM.

1. NF Service Consumer sends the access token requests to SCP along with its CCA_NFc.

2. SCP forwards this request to the NRF (including the CCA_NFc) and optionally also includes in own CCA_SCP. CCA_SCP is optional in the case, that the SCP Instance ID is present in its TLS certificate (and there is only one SCP in between NFc and NRF). 

3. NRF verifies that the SCP information received either via its CCA_SCP, or via the TLS certificate matches the SCP information that is provided by the NF during its profile registration. 

4,5. In case of a successful verification, NRF generates the access token and additionally adds the SCP information (i.e. SCP Instance ID and SCP FQDN) in the claims and sends it to SCP. 

In this way, NRF first checks if NFc has authorized the SCP to receive the access token on its behalf, and then adds SCP details to the claim, so that the NFp then in the later stage can verify if the NFc and NRF has authorized the SCP to receive the service response on the behalf of NFc or not)

6. SCP then sends the service request to NFp (along with this enhanced access token to NFp, CCA_NFc, and its own CCA_SCP).   

7. NFp after verification of the received access token, matches the SCP info in the claims, with either the subject of the CCA_SCP, or with the Instance ID of SCP present in its TLS certificate (if there is a direct connection between SCP and NFp, and there is only one SCP between NFc and NFP).  

8. If the verification is successful, NFp sends the service response to SCP, else an error code is sent instead. 

NOTE: In the case, there are multiple SCPs in between either NFc and NRF, or NFc and SCP, NFc adds the information for the first SCP which is in direct communication with the NFc. For the subsequent SCPs, the initial SCP adds its information in the ‘via or other custom header’. The presence of original (initial) SCP information in the via or custom header is providing at least a certain level of trust in the case multiple SCPs are involved. The NRF can verify if the origin SCP information is present in the NF profile.  The NFp, can verify if the origin SCP information is present in the access token claim. 

In the multiple NRF scenario where NFc is registered in NRF1 and NFp is registered in NRF2, the following applies:

In this case, when access token request is received at the first NRF (NRF1), the NRF1 can validate the access token request and match CCA and NFc NF profile. If it is validated, the NRF can add custom header that validation is successful. In this case, NRF2 can trust the information received from the NRF1 and can generate the token accordingly.

To be valid for all the NFs (including the ones which has not registered their profile at the NRF), step 3,4 can be modified as follows:

3,4. In the case the NFc is not registered at the NRF and thus the profile information is not present, the NRF sends a request to OAM to request for the authorized SCP info. The OAM, after validating the request, sends the SCP info to NRF.

6.X.2.2
Including service request information into the CCA

CCA currently does not have any information regarding the service request for which the CCA is sent. In this solution the CCA can also be enhanced to include a service request info to further decrease the attack surface.

Thus, it is proposed to couple the CCA with the service request and/or the access token request along with which the CCA is sent. For example, a new parameter 'serviceRequestInfo' can be added in the CCA which contains the request info and/or the scope information for which the access token is generated. 

When the NRF/NFp receives the request from a SCP, they compare the CCA 'serviceRequestInfo' parameter against the request which they have received. In case of successful verification, the response is sent.
6.2.3
Evaluation

The proposed solution is building on solution #2, i.e., introducing a token like CCA for SCP. Alternatively, information from the TLS certificate of SCP can be used.
The solution works for NFc that has registered its profile as NFp, but an additional option is provided that allows for a solution valid for all the NFs (including the ones which has not registered their profile at the NRF).

This solution fulfils requirement on KI#4. The SCP can be authorized to act on behalf of an NF Service Consumer and to request access tokens by NFc, because the NFc is including the SCP ID or SCP Domain ID into CCA_NFc. The solution provides an additional level of trust by enabling the NRF to ensure that the NF has authorized the SCP to request the services on the NF’s behalf and then adding the authorized SCP info in the access token claims, such that the NFp can also verify if the service request is received from the authorized SCP or not.
********** END OF CHANGES

